EACS CYBER & SECURITY PRACTICE

Governance & Regulatory Compliance
Assessment, transformation & accreditation services
In today’s fast-paced, connected world, where information is at the heart of most
organisations, it's more important than ever to pause and consider your security.
Governance provides invaluable processes and framework to define your layers of
security and controls. Compliance provides the opportunity for your organisation
to demonstrate their status by means of certification and accreditation.

Cyber & Security Services
 Predict
 Prevent
 Detect
 Respond
 Regulation & Compliance

Our Cyber & Security Practice not only helps to protect your systems, but also
provides advice and services that ensure you are aligned with the various
regulations that are required to trade effectively in your business sector.

Cyber Essentials
Cyber Essentials is a government-backed cyber security certification scheme that
sets out a good baseline of cyber security, suitable for all organisations in all
sectors. The scheme addresses five key controls that, when implemented
correctly, can prevent around 80% of cyber-attacks. The five key controls are:
 Access Control
 Boundary Control
 Malware Protection

Schemes
 Cyber Essentials

(and Cyber Essentials Plus)
 EU General Data Protection

Regulation (GDPR)
 ISO 27001 Information Security

Management System (ISMS)

Solutions & Services
 Staff awareness
 Training & certification
 Assessment services

 Patch Management
 Secure Configuration

General Data Protection Regulation
The EU General Data Protection Regulation (GDPR) will replace the current Data
Protection Act (DPA) and will become fully enforced on 25th May 2018. It will
apply to both the UK and the EU, regardless of Brexit.
The GDPR increases the obligations of organisations to protect personal
information that they store or process. It will necessitate significant effort by
organisations (businesses and public authorities) to change their policies,
procedures and data protection governance frameworks in order to comply.

ISO 27001
ISO 27001 is a specification for an Information Security Management System
(ISMS). An ISMS is a framework of policies and procedures that includes all legal,
physical and technical controls involved in an organisation’s information risk
management processes.
If you would like help with protecting your systems or complying with regulations,
contact EACS on: 0845 3379 146.

 Transformation services
 Accreditation
 Maintenance & renewal
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