EACS CYBER & SECURITY PRACTICE

File & Disk Encryption
Supporting Your Journey To GDPR Compliance
Organisations with operations in the UK currently need to comply with the Data
Protection Act 1998, which regulates how personal information is used by
organisations, businesses and the Government. The Information Commissioner’s
Office (ICO) is responsible for the enforcement of the Act.
A new regulation, known as the EU General Data Protection Regulation (GDPR),
will become fully enforced on 25th May 2018 and will apply to both the UK and
the EU, regardless of Brexit.

Cyber & Security Services
 Predict
 Prevent
 Detect
 Respond
 Regulation & Compliance

Solutions
 Disk Encryption - centralised

management of protected devices
 File Encryption - centralised

protection of data anywhere
 Enterprise - the best of both

Features & Benefits
 Always-on encryption protects

data everywhere
 Transparent encryption ensures

user productivity
 Proactively protects data against

data theft

Encryption is the only technology to be explicitly referenced in the GDPR and is
strongly recommended to protect data. It could potentially mean the difference
between a reportable data breach or not.

Proactive Data Protection with Synchronised Encryption
SafeGuard, EACS’ data protection solution, encrypts content as soon as it is
created. The encryption is always on, allowing for seamless and secure
collaboration. Synchronised Encryption proactively protects your data by
continuously validating the user, application, and security integrity of a device
before allowing access to encrypted data. This method of always-on protection
goes everywhere your data goes, making it the most comprehensive data
security solution on the market.

Highlights
 Application-aware encryption that’s always on
 Synchronised Encryption proactively protects data against threats
 Comprehensive encryption across platforms and devices
 Transparent encryption process for secure collaboration
 Proof-of-compliance reporting
 Centralised key management
 Manages device encryption including BitLocker and FileVault 2
 Windows, Mac, iOS, Android, and cloud-based file sharing
 Synchronises encryption keys with Mobile Control

Licensing

 Real-time threat protection
 Secure external sharing with

password-protected files
 Mindful, one-click decryption
 Lost devices, protected data
 Synchronised, for secure content

collaboration on mobile devices
 Secure key recovery on Mobile

Devices
 SafeGuard Management Centre

If you would like help with encryption, data protection solutions or assistance with
your journey to GDPR compliance, contact EACS on: 0845 3379 146.
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