Cyber Security
Securing Microsoft Teams
Cyber Security

Security of data is now the most important consideration for any
organisation.
Our Cyber & Security practice provides
advice and services that ensure you are
protected against the ever-changing threat
landscape, helping you to predict, prevent,
detect and respond to malicious attacks.

Business Value
As more organisations are adopting Microsoft Teams for their
messaging and collaboration needs, the security and safety of your
implementation and data is becoming increasingly important.
Although the data stored in Microsoft Teams is encrypted at rest and
in transit, the sheer flexibility of the platform can still bring risk to your
organisation. By using the full Security and Compliance capabilities of
the Microsoft 365 suite, you can minimise the risk of data loss, and
protect the valuable information that you rely on to do business.

Overview
The data in Microsoft Teams is stored in a number of locations,
increasing the importance for a carefully planned implementation. The
majority of Microsoft Teams data is stored in SharePoint, Exchange
and OneNote, with Stream and OneDrive as potential locations for
recordings and synchronised files. This could potentially require a large
number of tools and complex configuration to secure.

Overview

Fortunately, Microsoft already provide a large suite of tools to help
you protect your valuable company data, including how and where it is
accessed.

•

Regain control of your
Microsoft Teams environment
• Review of user permissions
and roles
• Protect data using Microsoft
365 Security and Compliance

Using our expertise in Microsoft 365, eacs will begin by optimising
your Microsoft Teams configuration, with a view to providing the
highest level of control to your administrators. Careful consideration
will be given to user permissions and roles and the management of
your Teams.

In order to protect the content generated and stored in Microsoft Teams, and restrict unsafe access and downloads,
it is necessary to utilise the Security and Compliance features that are part of Microsoft 365. eacs will assist you in
the journey to configure each of the following features:
•
•
•
•

Data Loss Prevention
Multifactor Authentication
Conditional Access
Azure Information Protection

Additional Services
eacs has a range of solutions and services that follow the
proven industry model of Predict, Prevent, Detect and Respond.
Discover vulnerabilities in your systems and remediate them,
before they are exploited by someone else (predict).
Significantly reduce the risk of damage from cyber-attacks
(prevent). Monitor applications, systems, and networks for
intrusions and suspicious behaviour (detect). Recover systems
and data; perform forensic analysis and bounce back stronger
(respond).
In addition to IT security solutions and services, eacs can help your organisation to attain and maintain
Cyber Essentials, ISO27001 and GDPR compliance.

Summary
The eacs Securing Microsoft Teams engagement will result in a controlled, secure platform that your
business can rely on for messaging and collaboration, both internally and with trusted external contacts.
“eacs is the expert in the delivery of IT services to the mid-market. It is an award winning and trusted provider of IT solutions
and managed services to a wide range of UK organisations of all sizes. Founded in 1994, eacs supplies practical, innovative and
cost-effective IT products, solutions and services to businesses.”

Delivering Excellence!
• ISO 9001 - Certified Quality
Management System

• ISO 27001 - Certified Information Security
Management System

• ISO 14001 - Certified Environmental • ISO 37001 - Certified Anti-bribery
Management System

• ISO 22301- Certified Business
Continuity

Management System

• ISO 45001 - Certified Occupational Health &
Safety System

• Cyber Essentials & Cyber Essentials Plus

